
C10K C10M 
 





Model 
 blocking/nonblocking 
 synchronous/asynchronous
 multiplexing 

C10K Killer 

Implement 
 epoll/kqueue/iocp 



Framework 
 libevent/libev/boost::asio 

Then 

Software 
 nginx/haproxy/squid 





More Performance 



CPU Affinity & Data Locality 

RPS/RFS/RSS/
XPS 
IRQ Tuning 

Kernel Tuning 



CPU Affinity & Data Locality 

sched_set_affinity() 
or 

taskset/numactl 



RPS/RFS/RSS/
XPS 

RPS – Receive Packet Steering 
RFS – Receive Flow Steering 
RSS – Receive Side Scaling (hardware) 
XPS – Transmit Packet Steering 
 



IRQ Tuning 

SMP IRQ Affinity 
echo $bitmask > /proc/irq/{#}/smp_affinity 

Interrupt Coalescing 
 NAPI/Newer newer NAPI 



Kernel Tuning 
Offload 

 TSO/GSO LRO/GRO 

Kernel Parameter 
 net.ipv4.tcp_*/net.core.* 



Hardware 

OS 

Application 

Next, we talk 
about .. { 



Modern Hardware 



CPU 





Memory 





Networking 





We are ready! 



We are ready! 
But… 



Packet Processing 

Task Scheduling 

Data Access 



The kernel isn’t the solution.  
The kernel is the problem. 
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Global  accept queue L 

Global established table L 



Optimize networking stack J 

Move networking stack to userspace J 



Hook networking stack J 

Userspace I/O J 



Raw Packets? 



Maybe I need a protocol stack. 





Multiple process/thread 

!= 

Multiple core 



Connection locality J 

Lockless data structures J 

Keep data structures per core J 



Latency Comparison Numbers 
Latency	Comparison	Numbers 

Register/Buffer	reference 0.4	ns (1	cycle) 
L1	cache	reference 1.6	ns (4	cycles) 
L2	cache	reference	 4.8	ns (12	cycles) 
L3	cache	reference 10.4	ns (26	cycles) 
Linux	SYS_geId	syscall 50.0	ns 
Main	Memory	reference 61.0	ns 
Process	context	switches	with	CPU	affinity 1000.0	ns 
Process	context	switches	without	CPU	affinity 1300.0	ns 
Send	1K	bytes	over	1	Gbps	network 10000.0	ns 
Read	4K	randomly	from	SSD 150000.0	ns 
Read	1	MB	sequenWally	from	memory 250000.0	ns 
Round	trip	within	same	datacenter 500000.0	ns 
Read	1	MB	sequenWally	from	SSD 1000000.0	ns 

CPU:	Intel(R)	Core(TM)	i7-5500U	CPU	@	2.40GHz 
RAM:	8	GB	(Double	PC3L-12800	11-11-11-28) 



No nested pointer J 

Hugepages J 

Preallocate memory J 







Q&A 


